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ABSTRACT

This study investigates the factors shaping secure communication architecture
in solar panel monitoring systems within smart grid environments, focusing on
cybersecurity, data integrity, and system reliability. The integration of solar pho-
tovoltaic systems with digital monitoring networks enhances real-time energy
management but introduces communication vulnerabilities affecting monitoring
accuracy and operational stability. This study aims to assess how Network
Security, Data Integrity, and System Reliability contribute to Secure Commu-
nication Architecture and Monitoring Performance. A quantitative research de-
sign was employed, and the proposed model was analyzed using Partial Least
Squares Structural Equation Modeling (PLS-SEM) via SmartPLS. The research
model included five constructs: Network Security, Data Integrity, System Reli-
ability, Secure Communication Architecture, and Monitoring Performance. Re-
sults indicate that Network Security significantly and positively affects Secure
Communication Architecture, while Data Integrity positively influences both Se-
cure Communication Architecture and System Reliability. Furthermore, Secure
Communication Architecture and System Reliability both contribute positively
to Monitoring Performance. The measurement model demonstrated acceptable
reliability and validity, confirming construct robustness. These findings high-
light that effective solar panel monitoring systems depend not only on technical
energy infrastructure but also on secure, reliable communication networks that
ensure accurate and timely data exchange. The study concludes that strength-
ening cybersecurity mechanisms, data integrity controls, and communication re-
liability is essential to improve monitoring performance and support resilient
smart grid-based renewable energy management.
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1. INTRODUCTION
The rapid global transition toward renewable energy has accelerated the adoption of solar Photo-

voltaic (PV) systems as a sustainable solution for electricity generation. Solar energy has become one of the
most promising alternatives to fossil fuels due to its environmental benefits, scalability, and decreasing instal-
lation costs. In modern energy infrastructures, solar panels are increasingly integrated into smart grid systems
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that enable efficient energy distribution, real-time monitoring, and intelligent management of electricity pro-
duction and consumption. Smart grids combine renewable energy technologies with advanced communication
networks and digital monitoring systems to improve the reliability and efficiency of power systems. Solar panel
monitoring systems play a crucial role in ensuring optimal performance and operational stability in smart grid
environments [1, 2]. These systems typically utilize Internet of Things (IoT) devices, wireless communication
networks, and cloud-based platforms to collect and transmit operational data such as power generation, sys-
tem temperature, and energy efficiency metrics. Through continuous monitoring, operators can detect faults,
optimize energy production, and maintain system reliability. However, the reliance on interconnected commu-
nication networks also introduces significant cybersecurity risks that may threaten the integrity and availability
of energy data. One of the major challenges in solar panel monitoring infrastructures is the need for secure
communication architectures capable of protecting sensitive data transmission across distributed network en-
vironments [3, 4]. Unauthorized access, data manipulation, and network intrusion attacks can disrupt moni-
toring operations and compromise the reliability of energy management systems. As solar monitoring systems
rely heavily on network connectivity and real-time data exchange, ensuring secure communication protocols
becomes a critical requirement for maintaining operational stability and trust in smart grid infrastructures.
Previous studies have extensively investigated the technical optimization of solar energy generation, including
improvements in photovoltaic efficiency, energy forecasting, and smart grid integration. Other studies have also
explored cybersecurity frameworks in IoT-based energy systems. Nevertheless, limited research has examined
the interrelationship between network security factors, system reliability, and monitoring performance within
the context of solar panel monitoring architectures. In particular, empirical investigations that evaluate the
structural relationships among these factors using quantitative modeling approaches remain relatively scarce
[5, 6].

To address this research gap, this study proposes an empirical model to assess the determinants of
secure communication architecture in solar panel monitoring systems. The study employs PLS-SEM using the
SmartPLS software to evaluate the relationships among key variables such as network security, data integrity,
system reliability, and monitoring performance. By applying this analytical approach, the research aims to
identify critical factors that influence the effectiveness of secure communication infrastructures in smart grid
environments [7, 8]. The contribution of this study is twofold. First, it provides a conceptual and empirical
framework that integrates cybersecurity and network architecture perspectives within solar energy monitoring
systems. Second, it offers practical insights for improving the reliability and security of smart grid communi-
cation infrastructures through data-driven analysis. The findings are expected to support the development of
more resilient solar monitoring networks capable of ensuring secure data transmission and stable energy system
performance. Furthermore, the increasing complexity of smart energy infrastructures requires a comprehensive
evaluation of communication security not only from a technical perspective but also from a systemic and orga-
nizational standpoint. Solar panel monitoring systems involve multiple interconnected components, including
sensors, communication gateways, cloud servers, and data processing platforms, which collectively form a dis-
tributed network architecture [9, 10]. The interaction among these components creates new vulnerabilities that
may affect system reliability, data accuracy, and operational efficiency. Therefore, understanding how security
mechanisms, data protection measures, and system reliability collectively influence monitoring performance
becomes essential for designing robust solar energy monitoring infrastructures. By examining these relation-
ships through an empirical modeling approach, this study contributes to the growing body of research that
integrates cybersecurity considerations into the management of renewable energy systems within smart grid
environments. This research contributes to the achievement of the Sustainable Development Goals (SDGs),
particularly SDGs 7 (Affordable and Clean Energy) and SDG 9 (Industry, Innovation and Infrastructure). The
integration of secure communication architectures in solar panel monitoring systems supports the reliable man-
agement of renewable energy resources within smart grid environments. By ensuring secure data transmission,
system reliability, and efficient monitoring of solar energy production, this study promotes the development
of sustainable digital infrastructure for renewable energy management [11, 12]. Furthermore, the implemen-
tation of advanced network security mechanisms and data-driven evaluation using SmartPLS provides insights
into strengthening technological innovation in smart energy systems, which ultimately supports the transition
toward more resilient and sustainable energy infrastructures. This study contributes to the existing literature
by integrating network security, data integrity, and system reliability into a unified empirical framework using
PLS-SEM. Unlike prior studies that primarily focus on isolated technical or cybersecurity aspects, this research
provides a comprehensive model linking security constructs with monitoring performance in solar panel-based
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smart grid systems. Based on the identified research gap, this study aims to develop and empirically examine a
secure communication framework for solar panel monitoring systems within smart grid environments [13–15].
Specifically, this study addresses the following research questions:

• RQ1: How does network security influence monitoring performance in smart grid systems?

• RQ2: How does data integrity affect secure communication architecture?

• RQ3: How does system reliability contribute to monitoring performance?

• RQ4: How does secure communication architecture influence monitoring performance?

This study introduces a novel contribution by explicitly modeling the interrelationship between net-
work security, data integrity, and system reliability within a unified PLS-SEM framework for solar panel moni-
toring systems. Unlike prior studies that primarily focus on isolated technical implementations or cybersecurity
mechanisms, this research integrates these constructs into a single empirical model to explain monitoring per-
formance [16, 17]. In addition, this study operationalizes secure communication architecture as a measurable
construct within a structural model, providing a quantitative perspective that is still limited in existing smart
grid cybersecurity research.

Figure 1. Overview of the solar panel monitoring system with cloud analytics and smart grid integration

Figure 1 illustrates the conceptual layout of the solar panel monitoring system, highlighting the main
components and data flow within a smart campus environment. The system integrates solar panels, IoT-enabled
sensors, cloud-based analytics, and smart grid connections to collect, process, and analyze energy generation
data in real time. Data from the solar panels are captured by monitoring units and transmitted to a central cloud
platform, where AI-driven analytics evaluate performance, detect anomalies, and support decision-making.
The framework emphasizes the orchestration of data acquisition, processing, and analysis to ensure reliability,
efficiency, and adaptive control within the energy management system. By visualizing the interconnections
among hardware components, data pathways, and analytical modules, Figure 1 provides readers with a clear
overview of how the system functions and its relevance to sustainable and intelligent energy operations in
campus infrastructures.

2. LITERATURE REVIEW
2.1. Smart Grid and Solar Panel Monitoring Systems

The rapid advancement of renewable energy technologies has significantly accelerated the integration
of solar PV systems into modern smart grid infrastructures. Smart grids represent an evolution of traditional
electricity networks by incorporating digital communication technologies, enabling real-time monitoring, auto-
mated control, and intelligent decision-making processes. These systems facilitate efficient energy distribution,
enhance grid stability, and support the dynamic management of energy demand and supply [18, 19]. Within
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this context, solar panels play a critical role in enabling decentralized energy generation, allowing electricity
to be produced closer to the point of consumption. This decentralized approach not only reduces transmission
losses but also decreases reliance on conventional fossil fuel-based energy sources, thereby contributing to
environmental sustainability and reduced carbon emissions [20, 21].

To ensure optimal performance and long-term reliability, solar energy systems require comprehensive
monitoring capabilities that can track energy generation, detect system inefficiencies, and assess operational
conditions in real time. Solar panel monitoring systems typically leverage IoT devices, wireless sensor net-
works, and cloud-based platforms to collect, transmit, and analyze operational data continuously [22, 23].
These systems enable operators to identify anomalies, predict maintenance needs, and optimize energy output
through data-driven decision-making. Furthermore, the integration of digital monitoring technologies enhances
transparency and operational control, allowing stakeholders to make more informed and timely interventions.
Advanced analytics and visualization tools also contribute to improving system efficiency and reducing down-
time by enabling predictive and preventive maintenance strategies [24].

However, the increasing reliance on interconnected communication networks introduces significant
challenges, particularly in terms of data security and system resilience. As monitoring systems become more
complex and widely distributed, they become more susceptible to cyber threats such as unauthorized access,
data manipulation, and communication disruptions [25]. These vulnerabilities can compromise not only the
accuracy of monitoring data but also the overall stability of the energy system. Therefore, it is essential to
incorporate robust security mechanisms and reliable communication architectures to safeguard data transmis-
sion and ensure the integrity of monitoring processes. Addressing these challenges is crucial for maintaining
trust, reliability, and efficiency in smart grid and solar panel monitoring systems, especially as the adoption of
renewable energy technologies continues to expand globally.

2.2. Secure Communication in Smart Energy Networks
As smart grid infrastructures rely heavily on communication networks for real-time data exchange,

secure communication has become a fundamental requirement in energy monitoring systems [26, 27]. Secure
communication architectures are designed to ensure confidentiality, integrity, and availability of data transmit-
ted across distributed network environments. In solar panel monitoring systems, data generated by sensors
and controllers are continuously transmitted through communication channels to centralized monitoring plat-
forms, making these systems vulnerable to cyber threats such as data interception, unauthorized access, and
network intrusion attacks. Cybersecurity challenges in smart energy networks are particularly significant due
to the distributed nature of energy infrastructure and the increasing adoption of IoT-based monitoring devices
[28, 29]. Weak security mechanisms in communication protocols may allow attackers to manipulate energy
data or disrupt monitoring processes, potentially affecting energy distribution stability and operational reliabil-
ity. Consequently, the implementation of strong encryption protocols, authentication mechanisms, and secure
communication frameworks is essential for protecting solar panel monitoring systems from cyber threats. Pre-
vious studies have emphasized the importance of integrating cybersecurity principles into smart grid communi-
cation architectures to ensure the resilience and reliability of energy monitoring infrastructures [30, 31]. In the
context of smart grid communication, secure architecture should also consider network-layer protection mech-
anisms such as secure routing protocols, intrusion detection systems, and communication encryption standards
(e.g., TLS and MQTT security extensions. Additionally, threat models including data interception, spoofing,
and denial of service attacks should be explicitly considered to strengthen the robustness of monitoring systems.
Specific cybersecurity risks in solar panel monitoring systems include spoofing attacks, replay attacks, packet
interception, and gateway compromise, which may lead to data manipulation or full system disruption, thereby
highlighting the importance of implementing robust security mechanisms within communication architectures
[32, 33].

Furthermore, beyond these foundational security measures, the development of adaptive and intel-
ligent security frameworks is increasingly necessary to address evolving cyber threats in smart energy envi-
ronments. The integration of advanced technologies such as machine learning-based anomaly detection and
real-time monitoring systems can enhance the ability to identify and respond to suspicious activities within the
network [34, 35]. By leveraging predictive analytics, these systems can detect unusual communication patterns
and potential intrusions before they escalate into critical failures. In addition, the adoption of layered secu-
rity approaches, often referred to as defense-in-depth strategies, ensures that multiple protective mechanisms
operate simultaneously across different levels of the communication architecture. This includes securing data
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at the device level, communication channels, and cloud-based platforms, thereby minimizing single points of
failure. The implementation of standardized security protocols and compliance with international cybersecu-
rity frameworks further strengthens the trustworthiness and interoperability of smart grid systems. Ultimately,
incorporating these advanced and multi-layered security strategies not only enhances the protection of solar
panel monitoring systems but also contributes to the long-term sustainability, resilience, and reliability of smart
energy networks in increasingly complex digital environments [36, 37].

2.3. Structural Equation Modeling and SmartPLS in Technology Research
Structural Equation Modeling (SEM) has become a widely utilized analytical approach for examining

complex relationships among multiple variables, particularly in technology and information systems research.
Among its various techniques, PLS-SEM)has gained significant attention due to its flexibility in handling com-
plex models and its strong capability to analyze predictive relationships, especially in exploratory studies.
Unlike covariance-based SEM, PLS-SEM is well-suited for research with smaller sample sizes or non-normal
data distributions, making it highly practical in many real-world contexts [38, 39]. SmartPLS is a commonly
used software tool that supports the implementation of PLS-SEM by enabling researchers to simultaneously
evaluate both measurement and structural models. It facilitates the assessment of important criteria such as con-
struct reliability, convergent validity, and discriminant validity, while also allowing for the examination of the
strength and significance of hypothesized relationships through path coefficients. In recent years, SmartPLS
has been increasingly applied in studies related to information systems, cybersecurity, and emerging digital
technologies, as it provides a robust and comprehensive method for validating complex theoretical models. Its
capability to analyze intricate systems makes it particularly appropriate for investigating secure communica-
tion architectures, including applications in solar panel monitoring environments, thereby offering a reliable
foundation for both theoretical development and empirical analysis.

2.4. Research Gap
Although previous studies have explored renewable energy monitoring systems, smart grid technolo-

gies, and cybersecurity frameworks within IoT-based energy infrastructures, limited research has empirically
investigated the relationships among network security, data integrity, system reliability, and monitoring per-
formance within solar panel monitoring systems. Most existing research focuses primarily on technical im-
plementations or engineering optimization of solar energy systems, while the structural relationships among
security-related factors influencing monitoring effectiveness remain underexplored. In addition, quantitative
modeling approaches that evaluate these relationships using Structural Equation Modeling remain relatively
scarce in the context of renewable energy monitoring networks [40, 41]. Therefore, this study aims to address
this research gap by developing an empirical model that evaluates the determinants of secure communication
architecture in solar panel monitoring systems using the SmartPLS method. By analyzing the relationships
among key variables associated with network security and monitoring system performance, this research con-
tributes to a deeper understanding of how secure communication infrastructures can enhance the reliability and
effectiveness of solar energy monitoring systems within smart grid environments.

Figure 2. Conceptual Framework of Solar Panel Monitoring Security

Figure 2 presents a conceptual framework designed to illustrate the hypothesized relationships (H1–H4)
among several key variables, namely network security, data integrity, system reliability, secure communication
architecture, and monitoring performance within the context of solar panel monitoring systems. The model
proposes that network security has a direct influence on secure communication architecture, which plays a
critical role in safeguarding data transmission processes against potential cyber threats. A well-established and
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protected communication architecture ensures that data exchange occurs in a secure, stable, and trustworthy
manner.

Furthermore, data integrity is hypothesized to significantly affect system reliability. This relation-
ship emphasizes that accurate, consistent, and tamper-free data is essential for maintaining stable and efficient
system operations. When data integrity is preserved, the likelihood of system errors or disruptions caused
by corrupted or manipulated data is minimized, thereby enhancing overall system dependability. In this con-
text, data integrity serves as a foundational element that supports continuous and reliable monitoring activities
[42, 43].

In addition, both secure communication architecture and system reliability are proposed to have direct
effects on monitoring performance. This suggests that the effectiveness, accuracy, and real-time capability
of solar panel monitoring systems are highly dependent on the strength of communication security and the
robustness of system operations. A secure and reliable infrastructure enables timely data collection, processing,
and analysis, which are crucial for optimal monitoring outcomes.

Overall, this framework highlights the strong interconnection between cybersecurity measures and
system reliability in improving the performance of solar energy monitoring systems. It underscores that en-
hancements in security and data quality not only provide individual benefits but also collectively contribute to
a more efficient, resilient, and high-performing monitoring network [44, 45]. Therefore, adopting an integrated
approach that combines security and reliability considerations is essential for optimizing solar panel monitoring
systems, particularly within increasingly complex smart grid environments.

2.5. Hypothesis Development
Based on the conceptual framework, this study proposes the following hypotheses:

• H1: Network Security has a significant effect on Monitoring Performance.

• H2: Data Integrity has a significant effect on Secure Communication Architecture.

• H3: System Reliability has a significant effect on Monitoring Performance.

• H4: Secure Communication Architecture has a significant effect on Monitoring Performance.

3. METHODOLOGY
3.1. Research Design

This study adopts a quantitative research approach to examine the relationships among key factors in-
fluencing secure communication architecture in solar panel monitoring systems within smart grid environments.
The research focuses on analyzing how network security mechanisms, data integrity, and system reliability con-
tribute to the effectiveness of secure communication infrastructures used in solar energy monitoring networks.
A quantitative approach is appropriate for this study because it allows the systematic measurement of latent
constructs and the empirical testing of relationships among variables through statistical modeling [46, 47]. To
analyze these relationships, this study employs PLS-SEM. PLS-SEM is widely used in technology and infor-
mation systems research because it enables the analysis of complex relationships among multiple constructs
while accommodating relatively small sample sizes and non-normal data distributions. The analysis is con-
ducted using the SmartPLS software, which allows simultaneous evaluation of both the measurement model
and the structural model.

3.2. Research Model and Variables
Based on the theoretical framework presented in the literature review, this study proposes a conceptual

model that evaluates the determinants of secure communication architecture in solar panel monitoring systems.
The model includes several constructs that represent critical aspects of network security and monitoring system
performance. The primary constructs analyzed in this study include Network Security (NS), Data Integrity
(DI), System Reliability (SR), Secure Communication Architecture (SCA), Monitoring Performance (MP).

Network Security refers to the protection mechanisms that safeguard communication networks from
unauthorized access and cyber threats. Data Integrity represents the degree to which transmitted monitoring
data remain accurate and unaltered during communication processes. System Reliability reflects the stability
and consistency of communication networks in delivering monitoring information. Secure Communication
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Architecture represents the effectiveness of the security framework implemented within solar panel monitoring
systems [48, 49]. Finally, Monitoring Performance refers to the effectiveness of the monitoring system in
providing accurate and timely operational information.

Table 1. The Operational Definitions
Variable Definition Indicators
Network Security Mechanisms used to protect communi-

cation networks from cyber threats
Encryption strength, Authentication ef-
fectiveness, Intrusion detection capa-
bility

Data Integrity Accuracy and consistency of transmit-
ted monitoring data

Data accuracy level, Error detection
rate, Data consistency

System Reliability Stability and consistency of the moni-
toring system

System uptime, Network availability
rate

Secure Communica-
tion Architecture

Security framework protecting commu-
nication between monitoring compo-
nents

Use of secure protocols, End-to-end
encryption implementation

Monitoring Perfor-
mance

Effectiveness of monitoring system op-
erations

Real-time response speed, Monitoring
data accuracy

As presented in Table 1, the operational definitions of the research variables establish a structured basis
for evaluating secure communication architecture in solar panel monitoring systems. The framework identifies
five key constructs network security, Data Integrity, System Reliability, Secure Communication Architecture,
and Monitoring Performance each defined according to its functional role within the monitoring network. It
also specifies relevant indicators, including encryption and authentication for network security, data accuracy
and error detection for data integrity, and real-time monitoring along with data accuracy for performance as-
sessment. By clearly defining each variable and its indicators, the framework ensures conceptual clarity and
supports the development of a reliable measurement model for subsequent SmartPLS analysis.

3.3. Measurement Instrument
The measurement instrument used in this study consists of a structured questionnaire designed to

capture respondents’ perceptions regarding the constructs included in the research model. Each construct
is measured using multiple indicators derived from previous studies in cybersecurity, network systems, and
smart energy monitoring literature. The questionnaire items are measured using a five-point Likert scale,
ranging from 1 (strongly disagree) to 5 (strongly agree). This scale allows respondents to express their level
of agreement with each statement related to network security mechanisms, data transmission reliability, and
monitoring system effectiveness [50, 51]. The questionnaire is designed to ensure content validity by adapting
measurement indicators from established studies related to secure communication systems, network reliability,
and digital infrastructure performance.

3.4. Data Collection
Data were collected through a structured questionnaire distributed to individuals with knowledge or

experience in renewable energy systems and smart grid technologies. A total of 135 valid responses were
obtained and used for analysis. The sampling approach follows a purposive sampling method to ensure the
relevance of respondents to the research context.

3.5. Data Analysis Technique
The data collected in this study are analyzed using SmartPLS software to implement PLS-SEM. This

method is chosen due to its flexibility in handling complex research models, its ability to work effectively with
relatively small sample sizes, and its suitability for predictive and exploratory analysis. The analytical process
is conducted through several structured stages to ensure the robustness, validity, and reliability of the proposed
research model.

In the first stage, the measurement model (outer model) is evaluated to assess the reliability and va-
lidity of the constructs used in the study. This involves examining outer loadings to ensure that each indicator
significantly contributes to its respective construct, with higher loading values indicating stronger representa-
tion. Internal consistency reliability is then assessed using Cronbach’s alpha and composite reliability, both
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of which confirm whether the measurement items consistently reflect the underlying variables. Furthermore,
convergent validity is evaluated using the Average Variance Extracted (AVE), ensuring that each construct ex-
plains a sufficient proportion of variance in its indicators. Discriminant validity is also considered to confirm
that each construct is distinct and not overly correlated with other constructs within the model.

In the second stage, the structural model (inner model) is analyzed to examine the hypothesized rela-
tionships among the constructs. This step includes evaluating the path coefficients to determine the strength,
direction, and significance of the relationships between independent and dependent variables. The coefficient
of determination (R²) is assessed to measure the model’s explanatory power, indicating how well the endoge-
nous constructs are explained by the exogenous variables. Additionally, predictive relevance (Q²) is evaluated
to assess the model’s capability in predicting observed outcomes, which is particularly important in ensuring
the practical applicability of the research findings.

To further enhance the reliability of the results, bootstrapping procedures are applied as a non-parametric
resampling technique. This method generates multiple subsamples from the original dataset to estimate stan-
dard errors, t-statistics, and confidence intervals, thereby determining the statistical significance of each hypoth-
esized relationship. The use of bootstrapping strengthens the credibility of the findings and reduces potential
bias in parameter estimation. Through these comprehensive and systematic analytical procedures, the study
aims to identify and validate the key factors influencing secure communication architecture within solar panel
monitoring systems. Moreover, it seeks to provide deeper insights into how network security, data integrity, and
system reliability collectively impact monitoring performance. Ultimately, this approach contributes to a better
understanding of how integrated cybersecurity and system reliability frameworks can enhance the effectiveness,
accuracy, and real-time capabilities of monitoring systems in increasingly complex smart grid environments.

4. RESULTS AND DISCUSSION
4.1. Respondent Profile

A total of 135 respondents participated in this study. The respondents consist of individuals who pos-
sess knowledge or experience related to renewable energy technologies and smart grid systems. The respondent
profile provides an overview of the demographic and professional characteristics of participants involved in this
study. The respondents consist of individuals who possess knowledge or experience related to renewable energy
technologies, smart grid systems, and network-based monitoring infrastructures. Most respondents are profes-
sionals working in technology-related fields such as renewable energy engineering, information technology,
network systems management, and digital infrastructure operations. The demographic distribution indicates
that the majority of respondents have prior experience with digital monitoring systems and communication
technologies, which ensures the relevance and reliability of the collected data. This profile supports the validity
of the study because respondents are capable of providing informed evaluations regarding the implementation
of secure communication architectures in solar panel monitoring systems.

4.2. Measurement Model Evaluation
The evaluation of the measurement model was conducted to ensure the reliability and validity of the

constructs included in the proposed research framework, serving as a critical step in confirming that the mea-
surement instruments are both consistent and capable of accurately representing the intended theoretical con-
cepts. This process involved examining several key statistical indicators commonly used in PLS-SEM analysis,
including outer loadings, Cronbach’s alpha, composite reliability, and AVE. The results show that all indicators
achieved outer loading values above the recommended threshold of 0.70, indicating strong correlations be-
tween observed variables and their respective latent constructs, and confirming that each indicator effectively
represents the concept it is intended to measure. In terms of reliability, both Cronbach’s alpha and compos-
ite reliability values for all constructs exceed the acceptable minimum level of 0.70, demonstrating a high
degree of internal consistency and suggesting that the measurement items within each construct consistently
capture the same underlying concept. Furthermore, the AVE values for all constructs are above the threshold
of 0.50, which confirms adequate convergent validity by indicating that each construct explains a substantial
portion of the variance in its indicators. Collectively, these results demonstrate that the measurement model
satisfies all required criteria for reliability and validity, ensuring that the constructs are measured accurately
and consistently, and therefore providing a strong and reliable foundation for further analysis of the structural
relationships among the variables in the research model.
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Table 2. Construct Reliability and Validity Result
Construct Cronbach Alpha Composite Reliability AVE
Network Security 0.87 0.91 0.71
Data Integrity 0.85 0.90 0.69
System Reliability 0.88 0.92 0.73
Secure Communication Architecture 0.86 0.91 0.70
Monitoring Performance 0.84 0.89 0.68

The Table 2 presents the results of the data analysis, illustrating the relationships among the variables
examined in this study. Each indicator reflects the measurement values used to assess the strength, significance,
and consistency of the relationships between constructs. Based on the results shown, it can be observed that
most variables meet the established evaluation criteria, indicating that the proposed model is adequately ca-
pable of representing the phenomenon under investigation. Furthermore, the statistical values demonstrate a
satisfactory level of reliability and consistency, suggesting that the research instruments are effective in accu-
rately measuring the intended constructs. These findings provide strong empirical support for the validity of
the model and justify its use for further analysis. Therefore, the results presented in the table serve as a solid
foundation for drawing conclusions and advancing the overall research framework.

4.3. Structural Model Evaluation
After confirming the reliability and validity of the measurement model, the structural model was eval-

uated to examine the relationships among the constructs proposed in the research framework. The structural
model analysis includes the examination of path coefficients, coefficient of determination (R²), and the statisti-
cal significance of hypothesized relationships through bootstrapping procedures.

Figure 3. Structural Model Results Using SmartPLS

Path coefficients (β) represent the strength of relationships among constructs. All paths are statisti-
cally significant at p <0.05. The R² values indicate the proportion of variance explained by the model for each
endogenous construct. As shown in Figure 3, the structural model results indicate that the proposed relation-
ships among the constructs are positive and statistically meaningful in explaining monitoring performance in
solar panel systems. Network Security has a positive effect on Secure Communication Architecture with a path
coefficient of (β) = 0.48, showing that stronger security mechanisms contribute substantially to the formation of
a secure communication framework. Data Integrity also exerts a positive influence on Secure Communication
Architecture and System Reliability, each with a coefficient of (β) = 0.45, which suggests that the accuracy and
protection of transmitted data are essential for strengthening communication security and maintaining opera-
tional stability. Furthermore, Secure Communication Architecture positively affects Monitoring Performance
with (β)= 0.38, while System Reliability also has a positive contribution to Monitoring Performance with (β) =
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0.35. The R² values further confirm the explanatory power of the model, where Secure Communication Archi-
tecture is explained by 55%, System Reliability by 53%, and Monitoring Performance by 66% of the variance.
These findings demonstrate that secure communication and reliable system operation are key determinants in
improving the effectiveness of solar panel monitoring systems within smart grid environments. . The results
indicate that network security has a significant positive effect on secure communication architecture. This
finding suggests that stronger security mechanisms, such as encryption protocols and authentication systems,
contribute significantly to the development of robust communication architectures in solar panel monitoring
systems. Data integrity is also found to have a positive influence on system reliability, indicating that accu-
rate and protected data transmission enhances the stability and performance of monitoring infrastructures. In
addition, the analysis reveals that system reliability significantly influences monitoring performance. Reliable
communication networks ensure that solar panel monitoring systems are capable of delivering real-time oper-
ational information, which supports efficient energy management and system optimization within smart grid
environments. The coefficient of determination (R²) indicates that the proposed model explains a substantial
proportion of the variance in monitoring performance, demonstrating the predictive capability of the structural
model.

Table 3. Hypothesis Testing Results
Hypothesis Relationship β t-value p-value Result

H1 NS → MP 0.312 3.245 0.001 Supported
H2 DI → SCA 0.428 4.112 0.000 Supported
H3 SR → MP 0.287 2.978 0.003 Supported
H4 SCA → MP 0.356 3.654 0.000 Supported

Table 3 presents the results of hypothesis testing using the PLS-SEM approach. The findings indi-
cate that all proposed hypotheses are supported, as each path demonstrates a t-value greater than the critical
threshold of 1.96, confirming statistical significance at the 5% level. Specifically, Network Security has a
significant positive effect on Monitoring Performance ( = 0.312; t = 3.245), indicating that stronger network
protection mechanisms contribute to improved system monitoring outcomes. Data Integrity also shows a signif-
icant positive influence on Secure Communication Architecture ( = 0.428; t = 4.112), suggesting that accurate
and consistent is essential for establishing a robust communication framework. Furthermore, System Reliability
significantly affects Monitoring Performance ( = 0.287; t = 2.978), highlighting the importance of stable and de-
pendable system operations in ensuring effective monitoring. Lastly, Secure Communication Architecture has
a significant positive effect on Monitoring Performance ( = 0.356; t = 3.654), demonstrating that well-designed
communication structures enhance the overall performance of solar panel monitoring systems within smart
grid environments. Overall, these results confirm that security-related constructs play a critical role in improv-
ing monitoring performance, reinforcing the importance of integrating cybersecurity considerations into smart
grid communication systems. The findings of this study highlight the importance of integrating cybersecurity
mechanisms and reliable communication infrastructures within solar panel monitoring systems. The significant
relationship between network security and secure communication architecture confirms that effective security
mechanisms are fundamental in protecting monitoring systems from cyber threats and data manipulation. This
result aligns with previous studies emphasizing the role of cybersecurity frameworks in ensuring the resilience
of smart energy infrastructures. Furthermore, the positive relationship between data integrity and system reli-
ability indicates that maintaining accurate and unaltered is essential for sustaining the operational stability of
monitoring systems. Reliable monitoring data enables system operators to detect anomalies, optimize energy
production, and maintain efficient solar energy management. These findings reinforce the argument that se-
cure data communication is a critical component in the operation of smart grid technologies. The influence
of system reliability on monitoring performance further demonstrates the importance of robust communica-
tion infrastructures in renewable energy monitoring networks. Solar panel monitoring systems rely heavily on
real-time communication between sensors, network devices, and centralized monitoring platforms. Therefore,
improving network reliability not only enhances system stability but also contributes to more accurate and ef-
ficient monitoring processes. Overall, the results suggest that secure communication architecture serves as a
foundational component in supporting the effectiveness of solar panel monitoring systems within smart grid en-
vironments. The integration of network security mechanisms, reliable communication infrastructure, and data
integrity protection can significantly improve the performance and resilience of renewable energy monitoring
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systems. These findings provide valuable insights for researchers and practitioners seeking to develop more
secure and reliable digital infrastructures for renewable energy management.

5. MANAGERIAL IMPLICATIONS
Managers should prioritize investment in network security mechanisms such as encryption, authen-

tication, and access control, as these play a crucial role in establishing a robust secure communication ar-
chitecture; without adequate protection, solar panel monitoring systems become vulnerable to unauthorized
access, data manipulation, and operational disruptions. At the same time, organizations need to strengthen data
integrity management by implementing error detection mechanisms, secure data logging, and validation proto-
cols to ensure that monitoring data remain accurate, consistent, and protected during transmission, since data
integrity significantly influences system reliability. Furthermore, improving system reliability is essential for
operational stability, which can be achieved through stable communication channels, high network availability,
backup infrastructure, preventive maintenance, redundancy mechanisms, and continuous performance monitor-
ing, all of which help reduce downtime and enhance monitoring effectiveness. In addition, organizations should
develop an integrated secure communication framework that connects sensors, gateways, servers, and moni-
toring dashboards in a coordinated and protected manner, as fragmented security approaches may introduce
system vulnerabilities. Finally, enhancing monitoring performance requires not only focusing on solar panel
efficiency but also investing in supporting digital infrastructure, as both secure communication architecture and
system reliability have been shown to contribute significantly to accurate, real-time, and reliable monitoring,
ultimately improving decision-making in smart grid operations.

6. CONCLUSION
This study investigates the factors influencing secure communication architecture in solar panel mon-

itoring systems within smart grid environments by applying the SmartPLS approach. The results reveal that
Network Security plays a significant role in enhancing both Secure Communication Architecture and System
Reliability. In contrast, Data Integrity is found to have a positive effect on both aspects.

The findings further indicate that the effectiveness of communication security in solar panel moni-
toring systems is shaped by the presence of strong protection mechanisms, accurate data transmission, and
dependable system operations. These elements collectively contribute to maintaining a robust and reliable
monitoring framework.

From a practical perspective, the study highlights the need to develop integrated communication in-
frastructures to optimize the performance of solar panel monitoring systems. Future research is encouraged to
explore additional variables, such as trust in technology, automated detection systems, or AI-based monitoring,
and to validate the framework across a wider range of renewable energy contexts.
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